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Secure identities. Enable access.
Empower your organization.

COURSE OVERVIEW

The Microsoft Identity and Access Administrator course
explores how to design, implement, and operate an
organization's identity and access management systems
by using Microsoft Entra ID.

Learn to manage tasks such as providing secure
authentication and authorization access to enterprise
applications. You will also learn to provide seamless
experiences and self-service management capabilities
for all users, Finally, learn to create adaptive access

and governance of your identity and access
management solutions ensuring you can

troubleshoot, monitor, and report on your environment.

The |dentity and Access Administrator may be a single
individual or a member of a larger team. Learn how
this role collaborates with many other roles in the
organization to drive strategic identity projects.

The end goal is to provide you knowledge to
modernize identity solutions, to implement hybrid
identity solutions, and to implement identity
governance.

e TARGET PARTICIPANTS

& Identity and Access Administratars

@ T Professionals managing identities and access
(] Security Administrators

@ Cloud Administrators

o

Anyone looking to build a career in identity
and access management

WHY GET CERTIFIED?
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Secure Access Modern Identity
Leverage Microsoft
Entra ID to enable
modem identity.
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Business Impact
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Career Growth

Design and manage Advance your career

with in-demand
identity skills.

Improve security,
compliance and
operational efficiency.

secure identity and
access solutions.
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Module 1: Explore identity in Microsoft Entra ID

» Get started with Azure

Module 2: Implement an identity management solution

e |mplement initial configuration of Microscft Entra 1D
» Create, configure, and manage identities

« |Implement and manage external identities

* Implement and manage hybrid identity

Module 3: Implement an Authentication and
Access Management solution

» Secure Microsoft Entra users with multifactor authentication
* Manage user authentication

* Plan, implement, and administer Conditional Access

» Manage Microsoft Entra Identity Protection

« |mplement access management for Azure resources

« Deploy and Configure Microsoft Entra Global Secure Access

Module 4: Implement Access Management for Apps

« Plan and design the integration of enterprise apps for S50
» |mplement and monitor the integration of
enterprise apps for SSO
* Implement app registration
» Register apps using Microsoft Entra ID

Module 5: Plan and implement an
identity governance strategy

* Plan and implement entitlement management
s Plan, implement, and manage access review
» Plan and implement privileged access

+ Monitor and maintain Microsoft Entra 1D

£ =

EXAM DURATION

120 minutes

NUMBER OF QUESTIONS
40-60 questions

PASSING SCORE
700 (on a scale of 1,000)

EXAM CODE
SC-300
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